Federal Housing Finance Board

(i) To prevent interference with law
enforcement proceedings;

(ii) To avoid an unwarranted invasion
of personal privacy by revealing infor-
mation about third parties such as
other subjects of an investigation, law
enforcement personnel, witnesses and
other sources of information;

(iii) To fulfill commitments made to
protect the confidentiality of sources
including Federal employees who fur-
nish a complaint or information to the
Office of the Inspector General and
other sources of information;

(iv) To assure access by the Office of
Inspector General to sources of con-
fidential information, including those
contained in federal, state and local
criminal law enforcement information
systems;

(v) To prevent disclosure of law en-
forcement techniques and procedures;
and

(vi) To avoid endangering the life or
physical safety of confidential sources
and law enforcement personnel.

(2) Personnel Investigative Records. The
records contained in the system of
records titled ‘‘Personnel Investigative
Records” (FHFB-5) are exempt:

(i) To fulfill commitments made to
protect the confidentiality of sources;
and

(ii) To assure access to sources of
confidential information, including
those contained in federal, state and
local criminal law enforcement infor-
mation systems.

[68 FR 39812, July 3, 2003, as amended at 68
FR 59309, Oct. 15, 2003; 71 FR 60813, Oct. 17,
2006]

§913.8 Security of systems of records.

(a) Controls. BEach Finance Board of-
fice must establish administrative and
physical controls to prevent unauthor-
ized access to its systems of records,
unauthorized or inadvertent disclosure
of records, and physical damage to or
destruction of records. The stringency
of these controls should correspond to
the sensitivity of the records that the
controls protect. At a minimum, the
administrative and physical controls
must ensure that:

(1) Records are protected from public
view;

(2) The area in which records are
kept 1is supervised during business
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hours to prevent unauthorized persons
from having access to them;

(3) Records are inaccessible to unau-
thorized persons outside of business
hours; and

(4) Records are not disclosed to unau-
thorized persons or under unauthorized
circumstances in either oral or written
form.

(b) Limited access. Access to records is
restricted only to individuals who re-
quire access in order to perform their
official duties.

[71 FR 60813, Oct. 17, 2006]

§913.9 Use and collection of social se-
curity numbers.

At least annually, the Privacy Act
Official and/or Chief Privacy Officer
will inform employees who are author-
ized to collect information that:

(a) Individuals may not be denied any
right, benefit, or privilege as a result of
refusing to provide their social secu-
rity numbers, unless the collection is
authorized either by a statute or by a
regulation issued prior to 1975; and

(b) They must inform individuals who
are asked to provide their social secu-
rity numbers:

(1) If providing a social security num-
ber is mandatory or voluntary;

(2) If any statutory or regulatory au-
thority authorizes collection of a social
security number; and

(3) The uses that will be made of the
social security number.

[71 FR 60813, Oct. 17, 2006]

§913.10 Employee responsibilities
under the Privacy Act.

At least annually, the Privacy Act
Official and/or Chief Privacy Officer
will inform employees about the provi-
sions of the Privacy Act, including the
Act’s civil liability and criminal pen-
alty provisions. Unless otherwise per-
mitted by law, a Finance Board em-
ployee shall:

(a) Collect from individuals only in-
formation that is relevant and nec-
essary to discharge the Finance
Board’s responsibilities.

(b) Collect information about an indi-
vidual directly from that individual
whenever practicable.

(¢) Inform each individual
whom information is collected of:
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